
Fact Sheet: 21 CFR Part 11
21 CFR Part 11 requirements, relevant sections, and descriptions

Requirement Section Description
Data authenticity
Integrity
Authenticity

11.10 b, c, d, e Computer systems must protect data throughout the retention 
period by all practical means to prevent unauthorized access, 
interference, loss.

Metadata 11.50 All related data that gives context/meaning must be retained (e.g., 
electronic signatures, audit trails, referenced standards, etc.)

Education
Training
Accountability

11.10 i, j Everyone must be able to perform tasks and have appropriate 
education/training. Everyone must understand their 
responsibilities and be accountable for their actions.

System design
Control

11.10 f Use of all practical means to ensure actions are carried out in 
the required sequence. Must validate data at point of entry 
wherever possible and ensure quality of your data through your 
system design.

Validation 11.10 a
11.30

Computer systems must be methodically validated to ensure 
accuracy, reliability, and consistency with intended performance 
and the ability to discern invalid or altered records.

Audit trails 11.10 e
11.30

Systems must provide secure, computer-generated, time-
stamped audit trails to record actions that create, modify, or 
delete electronic records.

Record retention 
Protection
Reproducibility
Retrievability

11.10 b, c
11.50

Systems must have capability to retain, protect, and readily 
retrieve records throughout the established retention period. 
Systems must be able to produce, intact, all records stored 
electronically, in both human-readable and electronic form.

Documentation 
controls

11.10 k Controls must exist over access to, revision of, distribution of, and 
use of documentation for system operation and maintenance.

Open systems 
(e.g., cloud-based)

11.30 Systems must provide special security measures, such as 
encryption for systems that can be accessed by outsiders.

Security 11.10 d, I, j
11.30

Systems must limit access to only authorized, qualified 
personnel. Written policies must be in place, which hold 
individuals responsible for actions initiated under their 
electronic signatures.

Electronic 
signature

11.200 a
11.300 d

Systems must ensure that use is limited to only genuine 
owners and that attempted use by others is detected and 
promptly reported. Must employ two distinct identification 
mechanisms (username and password). Both must be entered 
before a signing session and at least the password is entered at 
each subsequent signing. Signatures must not be reused or 
reassigned. The purpose of an electronic signature must be 
clearly indicated. Include measures to prohibit falsification of 
electronic signatures by ordinary means.
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Standard 
operating 
procedures (SOPs)

11.300
11.10 g, j, k

Procedures required for all supporting actions, such as: change 
control, training, maintenance, back-up and restore, signature 
issue/loss, documentation control, monitoring of data in 
retention period, time, testing, release control, validation, 
assessment, etc.

Auditing 11.300 Verify that requirements/procedures are followed throughout 
the lifecycle (development/operation/retirement.)

Certificate to FDA 11.100 c Written certification must be provided to the FDA Office of 
Regional Operations that all electronic signatures in use are the 
legally binding equivalent of traditional handwritten signatures.

Purpose-built, all on one 21 CFR Part 11 compliant platform
Digitizing the validation lifecycle revolutionizes the speed, accuracy, intelligence, transparency, 
and management of validation.

Kneat enables you to author, review, approve, execute testing with integrated exception 
management, post approve, and close out any validation deliverable within one purpose-built, 
Part 11 compliant, web-based platform. 

Audit confidence, anytime
Kneat gives users an unprecedented capability to create, manage, access, and mine validation 
data. Kneat enables testers to quickly and easily enter recorded results, create and process 
exceptions, upload evidence, apply electronic signatures, and generate summary reports. 

Capture any changes, complete with e-signature, time stamp, and reason for change; all while 
automatically generating a full independent audit trail.


